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Data Sharing Agreement

Between


St James’s Hospital

and


[---------]




1. Introduction

This Agreement sets out the framework for the sharing of data, including Personal Data and Special Categories of Personal Data, between the Parties as Data Controllers. It defines the principles and procedures that the Parties shall adhere to and the responsibilities the Parties owe to each other. 


2. Definitions

In this Agreement, unless the context otherwise requires: 

Aggregate data shall mean data collected from individual or multiple sources and compiled into data summaries or summary reports;

Anonymised data shall mean data which has been manipulated so as to irreversibly remove all personal identifiers from the data so that it is impossible to identify an individual whom the data relates to.

Anti-Malware Software shall mean any software program designed to prevent, detect and remediate malicious programming (i.e. viruses, spyware, adware, keyloggers, ransonware etc) on individual computing devices and IT systems;

Cloud Computing shall mean the delivery of computing service, servers, storage, databases, networking, software, analytics, intelligence and more over the Internet (“the cloud”) to offer faster innovation, flexible resources and economies of scale.

Consent has the meaning given to that term in Article 4 of the GDPR;

Computer Device shall mean any fixed, mobile or handheld device that is capable of accepting, processing and storing data, including but not limited to desktop computers, mobile computer devices, smart devices;

Computer Media shall any removable or portable storage devices used to stored data on, including but not limited to CD’s, DVD’s, Portable hard drives, USB sticks, flash drives, Zip disks, floppy disks;

Cyber Security Incident shall mean any malicious act or suspicious event that compromises, or was an attempt to compromise IT systems and networks or the security controls used to protect the IT systems and networks;

Data shall mean any information, in any format, by whatever mean is shared by the Parties under this Agreement. For the avoidance of doubt, Data shall include all Personal Data and Special Categories of Personal Data, shared by the Parties under this Agreement;

Data Controller or Controller has the meaning given to that term in Article 4 of the GDPR;

Data Protection Legislation means all applicable laws and regulations relating to the processing of personal data and privacy including the Data Protection Act 2018, the General Data Protection Regulation 2016/679 (the “GDPR”) and the European Communities (Electronic Communications, Networks and Services) (Privacy and Electronic
Communications) Regulations 2011 (S.I. 336/2011) and any statutory instrument, order, rule or regulation made thereunder, as from time to time amended, extended, re-enacted or consolidated.” 

Data Subject has the meaning given to this term in Article 4 of the GDPR;

Degaussed shall mean the process of totally erasing data by reducing or eliminating an unwanted magnetic field (information) stored on tape and disk media;

EEA (European Economic Area) shall mean the free trade area agreed between the 28 EU member states and the three EFTA States (Iceland, Liechtenstein, and Norway);

Encryption / Encrypt: The process of converting (encoding) information from a readable form (plain text) that can be read by everyone into an unreadable form (cipher text) that can only be read by the information owner and other authorised persons;

Freedom of Information Acts means the Freedom of Information Acts 1997, 2003 & 2014 and any amendments to or replacements thereof, including by means of directly effective EU Regulation;

GDPR means the EU General Data Protection Regulation, Regulation (EU) 2016/679, the effective date of which is 25th May 2018;

MRN (Medical Record Number) shall mean the number assigned to a particular patient identifying their healthcare records.

Mobile Computer Device shall mean any mobile or handheld, computer device, including but not limited to laptops, tablets, notebooks, PDA’s etc; 

Personal Data Breach has the meaning given to that term in Article 4 of the GDPR;

Privacy Notice / Privacy Statement shall mean the public statement or notice published by an organisation which describes what data they collect about individuals, how and why this data is processed, and what other organisations they share this data with; 

Process / Processed / Processing has the meaning given to that in Article 4 of the GDPR;

Pseudonymisation, Pseudonymised and like words, have the meaning given to those terms   in Article 4 of the GDPR;

Smart Device shall mean any handheld mobile computer device which is capable of wireless connection (via WiFi, 3G, 4G etc), voice and video communication and, internet browsing. (for example: Apple IOS enabled devices (i.e. iPhone & iPad), Google Android enabled devices (i.e. Samsung Galaxy tablet), Windows Mobile enabled devices and, Blackberry RIM enabled devices etc);

Special Categories of Data has the meaning given to this term in Article 9(1) of the GDPR;

Third Party / Third Parties shall mean any person or organisation that is not party to this Agreement 

3. Parties to the Agreement

3.1 The following organisations are Party to this Agreement [The Parties]:

a) St James’s Hospital, a voluntary hospital which has its principle administrative offices at James's St, Ushers, Dublin 8, D08 NHY1.
b) 

3.2 St James’s Hospital and ------------- may be individually referred to as a “Party” or collectively as the “Parties” hereunder. 

3.3 This Agreement shall be managed by the following authorised officers from each of the Parties:

a) St James’s Hospital

      Location: St James’s Hospital 
      Ph: 
      Mobile: 
         Email: 

b) ---------------

     Location: 
     Ph: 
     Mobile: 
        Email: 







4. Description of Data Shared

[Give detail]




5. Purpose of Sharing Data
[Give detail]


6. Legal Basis for the Data Sharing
[Give detail]


7. Methods Used for Sharing Data
[Give detail]




8. Lawful, Fair & Transparent Processing

8.1	Each Party shall ensure that it Processes all Personal Data and Special Categories of 	Personal Data shared with each other under this Agreement fairly and lawfully in 	accordance with Data Protection Legislation and as required under Article 5 of the 	GDPR;

8.2	Each Party shall ensure that it has legitimate grounds under the Data Protection 	Legislation for the processing of Personal Data and/or Special Categories of Personal Data, as required under Articles 6 and 9 of GDPR; 

8.3	Each party shall ensure that (where applicable), they update their individual Privacy Notice / Privacy Statement to take into accounts the sharing of any Personal Data	and Special Categories of Personal Data under this Agreement.

9.   Data Controllers

9.1	The Parties shall be considered [Joint / Independent – delete as appropriate]  Data Controllers for any Personal Data and/or Special Categories of Personal Data shared with each other under this Agreement;

9.2	When a Party shares Personal Data and/or Special Categories of Personal Data with 	another Party, the Party receiving the Personal Data and/or Special Categories of 	Personal Data shall be considered the Data Controller for that copy of the Personal 	Data and/or Special Categories of Personal Data which they have received from the 	other Party;

9.3	Each Party is responsible for complying with their obligations as Data Controllers 	under the Data Protection Legislation;

9.4	The Parties shall co-operate, facilitate and assist each other so that each may comply 	with their respective obligations under the Data Protection Legislation.

10.   Disclosure of Data Shared Under This Agreement

10.1   	Each Party shall ensure that any Personal and/or Special Categories of Personal Data shared under this Agreement are only disclosed to Third Parties in accordance with the relevant legislation or as required pursuant to an enactment, rule of law or by order of a court;

10.2	Each Party shall ensure that any Personal and/or Special Categories of Personal Data shared under this Agreement are only disclosed to the general public in accordance            with the relevant legislation or as required pursuant to an enactment, rule of law or  	by order of a court;

10.3    	Each Party shall take appropriate measures to notify and provide individuals with any information referred to in Articles 13 & 14 of the GDPR;

10.4   	Each Party is individually responsible for managing and complying with requests from          individuals exercising their rights under the Freedom of Information Acts, the Data Protection Acts and the GDPR.

11.   Data Quality

11.1	Each Party to this Agreement shall be responsible for the quality and accuracy of the Data they share with the other Parties;

11.2	Data discovered to be inaccurate or inadequate for the specified purposes outlined in 	section 5 of this Agreement will be brought to the notice of the Party that supplied 	the Data. The Party that supplied the Data will be responsible for correcting the Data 	and notifying all other Parties of the corrections. 

12.   Restrictions on the use of data shared

12.1	All Parties shall ensure that Personal Data and Special Categories of Personal Data shared as part of this agreement must only be used for the purposes (s) specified at the time of disclosure(s) and as defined in Section 5 of this Agreement.  Personal 	Data and Special Categories of Personal Data must not be used for any other reason(s) without the written permission of the Party who supplied the data, unless an exemption applies within the Data Protection Legislation or the data is required to be provided under the terms of the Freedom of Information Acts or under the instructions of a court of law.

13.  Security 

In consideration of the Parties sharing Data with each other, each Party agrees that it shall: 

13.1    	Maintain the security and confidentiality of all Personal Data and Special Categories 	of Personal Data shared under this Agreement; 

13.2 	Process all Personal Data and/or Special Categories of Personal Data shared under 	this Agreement in accordance with the Data Protection Legislation;

13.3	Ensure that access to any Personal Data and/or Special Categories of Personal Data 	which they receive from the other Parties is limited to those of their employees and 	contractors who need to have access to it, and that they are informed of the 	confidential nature of the Personal Data and Special Categories of Personal Data, are 	under an obligation to keep such Personal Data and Special Categories of Personal 	Data confidential, and comply with the obligations set out in this Agreement; 

13.4	Ensure all their relevant employees and contractors with access to the Personal 	Data and/or Special Categories of Personal Data have been provided with appropriate Data Protection and IT security training;

13.5	Implement appropriate technical and organisational measures (TOM’s) within their own organisation to protect against the unauthorised or unlawful processing and the accidental loss, destruction, damage, alteration and disclosure of any Personal Data and/or Special Categories of Personal Data which is shared under this Agreement. As a minimum, the following TOM’s shall be implemented by each of the Parties:

	13.5.1	Strong and robust Access controls are in place to manage and protect access 			to Personal Data and Special Categories of Personal Data;  

	13.5.2	Access to Personal Data and Special Categories of Personal Data stored 			electronically is controlled by strong unique passwords;

13.5.3 All Mobile Computer Devices which are used to Process and/or store Personal	Data and Special Categories of Personal Data have strong Encryption facilities 	available which allow for the encryption of the Mobile Computer Device and/
or the Encryption of the Personal Data Special Categories of Personal Data at a file or folder level;

13.5.4	All Computer Devices which are used to Process or store Personal Data Special Categories of Personal Data have real-time protection Anti-Malware Software installed which is updated on a regular basis;

	13.5.5	All Personal Data and Special Categories of Personal Data which is Processed 			or stored off-site or within a Cloud Computing solution by a Third Party on 			behalf of a Party is Encrypted at rest 	using strong Encryption protocols;

	13.5.6	All Personal Data and/or Special Categories of Personal Data transmitted via 			electronic mean outside their organisation is sent via secure channels (for 			example, VPN, Secure FTP, TLS) or Encrypted email 	using strong Encryption 		protocols; 

	13.5.7	All Personal Data and/or Special Categories of Personal Data is backed up on a 		regular basis and backup copies of the data are tested on a frequent basis to 			ensure the data can be restored in the event of a hardware or software crash 		or a Cyber-Security Incident;
	
13.5.8	Appropriate processes are in place which allows the Party to regularly test, assess and evaluate the effectiveness of the technical and organisational measures they have implemented within their organisation;

13.5.9	Each Party have documented IT and information security policies which define how the Party’s employees, contractors and Third Parties are to manage, process and secure the Party’s data. 

14.   Data Retention

14.1	No Party shall retain Personal Data or Special Categories of Personal Data shared 	under this Agreement longer than is necessary;

14.2	All Data shared under this Agreement shall be retained in accordance with each 	Parties data retention policies;

14.3	Data shared under this Agreement which has reached the end of its legal retention 	period and is no longer required shall be disposed of securely in accordance with 	Section 16 of this Agreement.

15.   Data Disposal 

The Parties agrees that all Data shared under this Agreement which is no longer required, shall be destroyed as follows:

15.1	All paper records containing Personal Data and/or Special Categories of Personal 	Data shall be shredded and/or incinerated; 

15.2	All old and obsolete magnetic hard drives containing Personal Data and/or Special 	Categories of Personal Data are Degaussed or physically destroyed by shredding, 	pulverising, crushing or incineration;

15.3	All old and obsolete solid state hard drives containing Personal Data and/or Special 	Categories of Personal Data are physically destroyed by shredding, pulverising, 	crushing or incineration;

15.4	All old and obsolete PDA’s, mobile phones and Smart Phones containing Personal 	Data and/or Special Categories of Personal Data are physically destroyed by 	shredding, pulverising, crushing or incineration;

15.5	All old and obsolete Computer Media containing Personal Data and/or Special 	Categories of Personal Data is physically destroyed by shredding, pulverising, 	crushing or incineration;

15.6	All Computer Devices containing Personal Data and/or Special Categories of Personal 	Data shall be overwritten using data sanitised software before being re-used with the 	organisation, sold or donated to staff, charities or others.

16.   International Data Transfers

16.1	Each Party shall ensure that Personal Data and Special Categories of Personal Data shared under this Agreement will not be transferred or processed outside the European Economic Area (EEA) without first ensuring the appropriate safeguards, as set out in Chapter V of the GDPR, are in place.

17.   Security Breach

17.1	In the event that any Party becomes aware of a Personal Data Breach, that Party shall fulfil its obligation to notify the Data Protection Commission and/or Data Subjects of the Personal Data Breach in accordance with Articles 33 and 34 of the GDPR.

18.   Monitoring & Review

18.1	If a new organisation joins the Agreement a new version of the Agreement will be 	issued as soon as is possible and within one month at the latest, and circulated to all 	the Parties; 

18.2	If an organisation leaves the Agreement, a new version of the Agreement will be 	issued as soon as is possible and within one month at the latest, and circulated to all 	the Parties;
 
18.3	If any organisation is replaced by a successor body or have their relevant powers and 	responsibilities transferred to another body, a new version of this Agreement shall be 	issued as soon as is practical, and within one month at the latest, and circulated to all 	the Parties; 

18.4	This Agreement may not be supplemented, amended, varied or modified in any 	manner except by an instrument in writing signed by a duly authorised officer or 	representative of each of the Parties hereto;

18.5	This Agreement will be formally reviewed on an annual basis by the Parties, unless 	legislative changes necessitate an earlier review.

19.   Dispute Resolution

19.1	In the event of a dispute arising under this Agreement, the authorised officers from each of the Parties will discuss and meet as appropriate to try and resolve the dispute within seven (7) calendar days of being requested in writing by any Party to do so. If the dispute remains unsolved, it will then be referred to a senior manager from each of the Parties, who will use all reasonable endeavours to resolve the dispute within a further fourteen (14) calendar days;

19.2	In the event of failure to resolve the dispute through the steps set out in clause 20.1, 	the Parties agree to attempt to settle it by mediation. 

20.   Severance & Unenforceability

20.1     If any provision, or part thereof, of this Agreement shall be, or is found by any
	authority, administrative body or court of competent jurisdiction to be, invalid, 	unenforceable or illegal, such invalidity, unenforceability or illegality shall not affect 	the other provisions, or parts thereof of this Agreement, and of which shall remain in 	full force and effect;

20.2 	If any invalid, unenforceable or illegal provision, or part thereof, would be valid, 	enforceable or legal if some part were deleted, the provision, or part thereof, will 	apply with whatever modification is necessary to give effect to the intention of the 	Parties as appears from the terms of this Agreement.

21.  Indemnity

21.1	The Party’s, agree to indemnify each other, against all damages, losses, liabilities,	cost, fines and/or penalties, expenses, compensation and associated costs arising out	of or in connection with any act, omission, default or negligence of a Party relating to Processing of Personal Data and Special Categories of Personal shared under this Agreement. The Party’s, agree to indemnify each other, against all damages, losses, liabilities, cost, fines and/or penalties, expenses, compensation and associated costs arising out of or in connection with any act, omission, default or negligence of a Party relating to Processing of Personal Data and Special Categories of Personal shared under this Agreement.

22.   Further Assistance

22.1	The Parties agree to cooperate with and provide assistance to the other Parties 	consistent with the terms and conditions of this Agreement.

23.   Further Assurance

23.1	Each Party undertakes to do all acts and execute all documents which may be 	necessary to give full effect to this Agreement.

24.  Governing Law

24.1	This Agreement will be governed by and construed in accordance with the laws of 	Ireland, and the Parties submit to the exclusive jurisdiction of the Irish courts for all 	purposes connected with this Agreement, including the enforcement of any award or 	judgement made under or in 	connection with it.

25.  Termination

25.1 	Any Party may terminate this Agreement by providing the other Parties with thirty (30) calendar day’s written notice of their intention to terminate the Agreement.










































IN WITNESS where of this Agreement has been entered into the day and year first herein written.



SIGNED on behalf of the	                                         In the presence of
St James’s Hospital


…................................................			…...............................................
Signature						Signature


…...............................................			…...............................................
Name (printed)					Name (printed)


….................................................			….................................................
Title							Title


Date: ……………………...................                                    Date: ……………………...................

SIGNED on behalf of the				In the presence of
			



			             
Signature						Signature


									                 
Name (printed)					Name (printed)


Title						              Title

Date: 				                                          Date: 		                                    
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